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Abstract: A density compression algorithm (DCA) to query density of current road segment is
proposed to solve the problem of filching location privacy by velocity prediction. The algorithm
produces a large number of dummy users and utilizes these users to increase the query density of
current road segment and to decrease the prediction accuracy so that velocity prediction attacks
based on the matrix of transition probability are destroyed. Thus the aim of location trajectory
privacy preservation is realized. Moreover, the DCA also makes dummy users have the same
velocity with the real user, which increases the similarity of dummy users with the real user and
reduces the probability of dummy users to be identified so that the real user is further hidden.
Experimental results and comparisons with other schemes show that the DCA resists the attacks
from velocity prediction and achieves a better privacy preservation. In addition, the DCA also has
a shorter running time as well as a higher success probability in privacy preservation. These
characteristics show that the DCA may have a better utilization in location privacy of road

networks and a more broad application prospect.
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